PRODUCT BRIEF

Managed Security Service

Protect your network with a managed and maintained next-generation firewall.

Organizations must safeguard against internet threats while protecting their network operations. But maintaining the proper
security requirements to make this happen can strain internal IT teams. Powered by Fortinet, Managed Security Service from
Spectrum Enterprise reduces the day-to-day burden of your networking tasks by providing a fully integrated firewall with router

that includes network design, installation and support.

Product highlights

e Continuous support: Provides an integrated and managed
service to remove the complexities and configuration risks
associated with a self-managed security solution.

¢ Personalized design: Built for your unique needs.

¢ Simplified network security and management: Integrates
internet connectivity and device support to secure
information and support remote workers across all
locations within the U.S.

e Compliance support: Keep up-to-date with security
requirements including HIPAA with encrypted VPNs for
data privacy while in transit, and CIPA with student internet
access that is protected by content and web filtering.

¢ Real time insights: Access firewall inventory, equipment

activity and event resolution to track internet-borne threats.

¢ Scalable remote access: Enables remote workers to
securely connect to the network via encrypted VPNs with
no additional licenses to buy and with support for up to
50,000 users.

enterprise.spectrum.com

Key features

Maximize value with a managed service that offers
24/7/365 assistance for security performance that includes
up-to-date security policies; and is supported by our local
technicians and network operations center.

Choose from two security packages that include design,
installation, equipment and support.

Keep security top-of-mind with nationwide availability of
security functions that are integrated with network routing,
traffic handling protocols, and managed VPN for site-to-site
and individual VPN tunneling.

Help eliminate risks and threats with network protection
delivered through a broad firewall and security solution
including unified threat management (UTM) features,
intrusion protection, URL and content filtering.

Improve insight with reporting and network visibility
through service portals available 24/7/365.
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Managed Security Service packages

Standard Advanced
Feature package package
Stateful firewall . .
IPsec VPN (site-to-site) . .
Remote user VPN . .
Network Address Translation (NAT) . .
Port forwarding . .
VLAN management . .
Zone-Based Firewall (ZBF) . .
Proxy settings . .
Client authentication source integration (LDAP, Radius) . .
Routing capabilities ° °
Intrusion Prevention System (IPS) .
Anti-malware/antivirus protection .
Web content filtering .
DNS protection (filtering, sinkholing, spoofing) .
SSL/TLS deep packet inspection (Decryption) .
Web/URL filtering categories and block listing .

Learn more
enterprise.spectrum.com/ManagedSecurity

About Spectrum Enterprise

Spectrum Enterprise, a part of Charter Communications, Inc., is a national provider of scalable, fiber technology solutions serving many of America’s
largest businesses and communications service providers. The broad Spectrum Enterprise portfolio includes networking and managed services
solutions: Internet access, Ethernet access and networks, Voice and TV solutions. The Spectrum Enterprise team of experts works closely with clients to
achieve greater business success by providing solutions designed to meet their evolving needs. For more information, visit enterprise.spectrum.com.

Not all products, pricing and services are available in all areas. Pricing and actual speeds may vary. Restrictions may apply.
Subject to change without notice. ©2021 Charter Communications. All rights reserved.
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