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Getting started
About Secure Access with Cisco Duo Portal
The Duo Admin Portal allows administrators to view and configure most aspects of their 
Secure Access with Cisco Duo service, including:

•	 Dashboard view of user activity and Duo account health assessment

•	 View and manage user enrollment and activity

•	 View and set policies for the devices that are accessing corporate resources 

Quick links
Duo Knowledge Base
Knowledge Base | Duo Security

Resources for Administrators
Duo Customer Support | Duo Security

Resources for End Users
Duo Customer Support | Duo Security

Logging in
Log into Duo Admin Portal with the credentials provided during the service activation process.

Upon login, the Duo Dashboard is displayed.

https://help.duo.com/s/?language=en_US
https://duo.com/support
https://duo.com/support#enduserresources
https://admin.duosecurity.com/login?next=%2F
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Duo Dashboard
The dashboard provides visibility into the users and devices that are accessing corporate resources.  

Using the Duo Dashboard
The Duo Dashboard is the landing page of the portal upon login.  

1.  The User section of the dashboard is a summary view of user activity. 
Click View to see an inventory of users and their last log in.

•	 Bypass Users — count of users that are currently authenticated and actively using 
an application integrated with Cisco Duo.

•	 Locked Out — count of users that were locked out during the authentication process 
and may require immediate attention.

•	 Inactive — count of licensed users not using the application.

•	 Total Users — count of all licensed users

2.  The Endpoints section is a summary view of endpoint device health. 
Click View to see a detailed inventory of operating systems by platform.

•	 Out of date OS — count of endpoints that have an outdated OS.

•	 Total endpoints — count of all devices Number of devices (endpoints) enrolled.

3.  The Authentication section is a summary of authentications for a given period of time. 
Use the mouse to hover over a bar in the histogram to see authentication details for a specific 
time period.

The graph displays the following information:

•	 Total number of authentications

•	 Time period (represented by selected bar). 

•	 Number of users Granted Access. 

•	 Number of users Denied Access
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4.  The Authentication Log section provides details on the log in attempts including:

•	 Time of log in

•	 Log in result 

•	 User 

•	 The application the user was logging into 

•	 Whether the device is trusted (managed)

•	 Device used to access the application

•	 Authentication method and location
 
5.  Click on any of the blue text for detailed information.

Device Insights
The Device Insight section of the Duo Admin portal provides IT Administrators 
with a view of the devices accessing the network.

There are 3 views within the Device Insight section: 

•	 Device Insight (overview) 

•	 Mobile devices 

•	 Laptops and desktops 
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1.  From the Admin Panel, select Device Insight to display the Device Insight screen.

 

Device Insight (overview)
The Devices Insight Overview section is a high level overview of all devices and operating systems 
accessing their corporate applications such as laptops and desktops as well as mobile devices, 
including those used to perform multi-factor authentication. 

Click on Page Glossary in the upper right hand corner to see the Cisco definition of End of Life, 
Out of Date and Trusted Endpoints

1.  The Operating System by Platform section is a summary of Operating System (OS) status 
for All Endpoints by default.

NOTE: This view can also be filtered to see only data pertaining to Trusted or Non-trusted 
Endpoints by clicking on Trusted Endpoints or Non-Trusted Endpoints.

2.  Click on Print button in the upper right hand corner to print device insight data just as 
it is displayed on this page.

3.  Hover over the bar graph to see more granular details for the End-Of Life, Out-of-Date 
and Up-to Date devices.
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4.  Scroll down to see graphs that show how devices with out of date operating systems, browsers 
and plug ins have been trending over a specific time period.  

NOTE:  A recent software release corresponds to an uptick in out-of-date devices.

5.  Click on Which Operating systems do we consider up-to-date? to see a list of OS versions 
by device that Cisco defines as current.

6.  Toggle the > Last 30 days button to view a different time period (last 7 days or last 90 days).

7.  Click Create Policy to set policies for device operating systems.

8.  Click View All to see details for a specific device including:

•	 OS

•	 Browser

•	 Security Warnings

•	 User

•	 Time and date of log in attempt

•	 Whether the device is a managed (trusted) device

9.  Hover over the graph to see detail on the % of devices detected during a specific time period.
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10.  The graphs for out-of-date browsers and out-of-date plug ins show the same data.

Mobile Devices
The Mobile Device section of the Duo Admin portal provides visibility to the types of mobile 
devices that are in use. This includes both devices that have the Duo Mobile application installed 
as well a devices accessing browser-based corporate resources that have been protected with Duo. 

1.  From the Admin Panel, select Device Insight > Mobile Devices.

2.  View the Device Breakdown section of the page for a breakdown of the different OS platforms 
and granular detail with regards to the specific versions of both iOS and Android.
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3.  Click on the number below the device version to see detailed information related to the 
mobile device including:

•	 OS

•	 Browser

•	 Security Warnings

•	 Duo Mobile Version (field is blank if not using Duo Mobile for authentication)

•	 Security Warnings

•	 User (click to see user details)

4.  Click on View Devices to see specific iOS or Android devices using a listed OS version

5.  Scroll down to see whether these devices are tampered (i.e., jailbroken or rooted) whether screen 
lock is enabled, whether or not biometrics are enabled and if disk encryption is enabled on Android  
devices as it is enabled by default on all iOS devices. The data in this section is captured natively 
from devices using the Duo Mobile application. 

NOTE: This insight, along with the corresponding policies can help with compliance regulations 
that may require encryption and screen lock on devices accessing company data.  

6.  Click on What is a tampered device? to see how Cisco defines tampered device.

7.  Click on the number below the Tampered / Screen Lock status to see detailed records for 
the affected devices.
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Laptops and desktops 
Similar to the Mobile Device section, the Laptops and Desktops section of the Duo Admin portal 
provides visibility to the types of laptop and desktop devices that are in use. Data is captured by Duo 
each time a devices logs into a  browser-based corporate resources that have been protected with Duo. 

1.  From the Admin Panel, select Device Insight > Laptops & Desktops. 

2.  View the Laptops & Desktops screen for a high-level breakdown of the operating systems 
used in the environment, for both corporate managed and BYO devices.

3.  Click on the number below the OS version to get details. 

4.  Click on View Devices in the tables below the summary to see devices at a specific OS versions.  

5.  Scroll down to see a similar breakdown of browser platforms and specific versions including 
vulnerability analysis.
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6.  Scroll down further to view the status of Java and Flash plugins to determine if the plugins 
are enabled and, if so, whether they are up-to-date.

7.  Click any of these Plugins options to drill down and view the specific devices and their associated users. 
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Policies
The Policy section of the Duo Administration portal allows Administrators to control how users 
authenticate, from where, and using which types of devices.

Policies can be defined at three different levels: 

•	 Global — Policies that apply to all users and applications. 

•	 Application — Policies that apply to the specific application to which it is assigned. 

•	 Group — Policies that apply to a specific group of users connecting to a specific application(s).

Viewing policies
1.  From the Admin Panel, select Policies.  

2.  From the policy page, Administrators can view the current Global, Application, and Group policies.

3.  Global policies apply to all users but can be overridden by a custom policy. Policies for a specific 
application or user group are considered custom policies.  
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Modifying a policy
1.  To edit a Global policy, click the Edit Global Policy button.

On the left side of the page, you will see the name of the policy you are editing and the 
4 policy categories:  

•	 Users

•	 Devices 

•	 Networks

•	 Authenticators  

2.  Click on the policy you want to change.

3.  Toggle on the policy option you want to enforce, then click the Save Policy button at the bottom 
of the page.

4.  To edit a Custom Policy, scroll down to find the custom policy you want to edit.

5.  Click on EDIT to the right of the policy name. 

6.  Follow steps 4 and 5 to change a custom policy.

7.  To revert all policies back to Cisco default policies, click Revert to Default at the top of the page.
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Other policy administration options
Administrators with the Owner and Administrator role can create, assign / unassign, reorder and 
delete custom policies for an application or user group from an application’s properties page. 

See the Cisco Policy guide for step by step instructions: Duo Administration — Policy & Control | Duo Security

Applications
This page allows Administrators to add protection to new applications as well as view the applications 
that are integrated (protected) with DUO and any Application or Group policies that have been defined 
for a specific application.

Viewing applications
1.  From the Admin Panel, select Applications.

2.  On this page, Administrators can see all integrated applications (listed alphabetically) or filter 
to just see applications that are End of Support. Use the search field to find a specific application.

3.  Click on the Application Name to see specific details about the application including:

•	 Integration Key

•	 API hostname

•	 Settings — Application Type, Application Name. Permissions, and Networks for API access.

4.  Click on the Application Policy name or Group Policy name to see / edit policy details. 
[See Policies]. Applications without an application policy or group policy listed do not have 
a custom policy. Only Global policies would apply to these applications.

5.  Click on the Export button to export a CSV file of Applications.  

https://duo.com/docs/policy
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Protect an application
IT administrators can protect an application by integrating it with Duo for 2 Factor Authentication (2FA).

1.  From the Application page, click the Protect an Application button to see a list of the different 
types of services you can protect with Duo. The Protection Type column indicates how Duo 
protects that specific application.

2.  Click the Documentation for an application to review the requirements and configuration steps for 
integrating Duo into your service before adding the new application. If you don’t see a “Documentation” 
link that means it’s a partner application for which Duo doesn’t host configuration instructions. 
You’ll see a link for more information later once you create the application.

See the Cisco documentation for step by step instructions for configuring (protecting) an application:
Duo Administration — Protecting Applications | Duo Security

Universal prompt
The Universal prompt provides a simplified and accessible Duo login experience for web-based 
applications, offering a redesigned visual interface with security and usability enhancements.

1.  Click Get More Information at the top of the Application section for detailed instructions 
on setting up Universal Prompt.

2.  Click the See My Progress button at the top the top of the Application section to see the 
activation status of each applications updated with the Universal Prompt. 

https://duo.com/docs/protecting-applications
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Single Sign On
Single Sign On improves security and productivity by enabling Users to access all applications 
using only one username and password.

Configuring Single Sign On
1.  From the Admin Panel, select Single Sign On.

Configuring Single Sign On
1.  From the Admin Panel, select Single Sign On. 

2.  Single Sign on can only be configured by the Owner. 
See Cisco link to learn how it works: How to Use Duo Single Sign-On (SSO) | Duo Security

Duo Central
Duo Central is a customizable one-stop access point for users and the software they need 
to do their jobs securely. 

NOTE:  Single Sign on is required for Duo Central.

1.  From the Admin Panel, select Single Sign On then select Duo Central.

2.  See Cisco link to learn how it works: Duo Central | Duo Security

https://duo.com/docs/sso
https://duo.com/docs/duo-central
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Users
The Users section of the section of the Duo Administration portal allows Administrators to view, 
search and export log data related to users.

Viewing users
1.  From the Admin Panel, select Users.

2.  From this page, you can see the total number of users and user status.

3.  Click on the Export button to download a list of users.

Users can be exported to:

•	 CSV

•	 JSON

•	 Printer

4.  Click on a specific username to see user details.

Groups
A group is a set of users with custom policies.  The Groups section of the section of the Duo 
Administration portal allows Administrators to search for and view detailed information about 
a user group.  

NOTE: See the Policy section for creating / modifying groups

Viewing groups
1.  From the Admin Panel, select Groups.
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2.  From this page, you can see the total number of group, group status and number of users 
in each group.

3.  Click on the Export button to download a list of groups

Groups can be exported to:

•	 CSV

4. Click on a specific Name to see group details including 2FA authentication status 
(Active / Bypass / Disabled) as defined by the group policy and the users within a group. 

Endpoints
The Endpoints section of the Duo Administration portal allows Administrators to view, search 
and export log data related to Endpoints.

Viewing Endpoints
1.  From the Admin Panel, select Endpoints.

2.  Toggle the boxes on / off to apply or remove a filer.

3.  Use the Search field to find a specific user.

4.  Click on OS Version or User to see details for the endpoint device / user.

5.  Click on the Export button to export log data.

Data can be exported in the following formats:
•	 CSV

•	 JSON

•	 URL

•	 PDF

Data is retained on the Duo platform for 180 days.
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2FA devices
The 2FA section of the Duo Administration portal allows Administrators to see the device used 
for 2 Factor Authentication (2FA).

Viewing phones
1.  From the Admin Panel, select 2FA Devices.

2.  From this page, Administrators can see details pertaining to the device used for 2FA including:

•	 Phone Number

•	 Platform

•	 Model

•	 Duo Mobile version (blank means Duo Mobile was not used)

•	 Security Warnings

•	 User

3.  Click on the Export button to export the device details.

Data can be exported in the following formats:
•	 CSV

•	 JSON

•	 URL

•	 PDF

4.  Click on a phone number or username to see detailed information about the device or user.

5.  Toggle the buttons on the Right to filter devices based on:

•	 Phone Type / OS version

•	 Tampered status

•	 Screen Lock

•	 Biometrics

•	 Disc Encryption

6.  Use the search bar to search for a specific phone number or user
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Viewing Hardware Tokens
1.  From the Admin Panel, select 2FA Devices then Hardware Tokens.

2.  From this page, Administrators can see details pertaining to the hardware token used 
for 2FA including:

•	 Serial number

•	 Token Type

•	 User

3.  Click on the Export button to export the device details.

Data can be exported in the following formats:
•	 CSV

•	 JSON

•	 Print

4.  Click on a serial number or username to see detailed information about the token or user.

5.  Use the search bar to search for a specific serial number or user.

Viewing WebAuthn and U2F
1.  From the Admin Panel, select 2FA Devices then WebAuthn & U2F
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2.  From this page, Administrators can see details pertaining to the security keys registered with 
the U2F standard as well as passkeys (security keys and biometric devices) registered with the 
WebAuthn standard:

•	 Name

•	 Web Authn ID

•	 U2F ID

•	 User

3.  Click on the Export button to export the device details.

Data can be exported in the following formats:
•	 CSV

•	 JSON

•	 URL

•	 PDF

4.  Click on a username to see detailed information about the token or user.

5.  Use the search bar to search for a specific ID or user.

Trusted Endpoints
The Trusted Endpoints section of the Duo Administration portal allows Administrators to define 
and manage trusted endpoints and grant secure access to your organization’s applications with 
policies that verify systems using device certificates, application verification, or management status.

Duo helps you distinguish between unmanaged endpoints and managed endpoints that access 
your browser-based applications. The Trusted Endpoints policy tracks whether clients accessing 
the applications can be identified as managed or can block access to various applications from 
systems that aren’t managed.

In order to set Policies for trusted devices, a Mobile Device Management tool will need 
to be integrated with Duo. 

For more information about Trusted Endpoints, see the Cisco documentation:
Duo Trusted Endpoints | Duo Security

Viewing Device Management Tools
1.  From the Admin Panel, select Trusted Endpoints

 

https://duo.com/docs/trusted-endpoints
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2.  On this page, Administrators can see the Mobile Device Management (MDM).

Tools that have been integrated with Duo including:

•	 Tool Type

•	 Tool OS

•	 Tool Status

•	 Last successful sync

3.  Click on a name to see details pertaining to a specific Endpoint Management tool.

4.  Click on Endpoint Detection & Response Systems to see Tools that have been integrated 
with Duo including:
•	 Key

•	 Type

•	 Status

5.  Click on a specific Key for details pertaining to the Endpoint Detection and Response Systems.

Integrating a Device Management Tool
1.  From the Trusted Endpoint landing page, click the Add Integration button on the top right 
side of the page. 

2.  Scroll to find the MDM tool to be integrated.  

3.  Click Read the Documentation for step by step process for integrating the MDM tool.

4.  If your tool is not listed, scroll to the Generic Integrations section and click Read the 
Documentation for step by step instructions to complete the integration.
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Trust Monitor
The Trust Monitor section of the Duo Administration portal provides Administrators with a dashboard 
view of actionable security events. A Security Event is an authentication or registration that surfaced 
due to its anomaly score, known attack patterns, or other heuristics (i.e. the Risk Profile designation, 
etc.). The top events represent the highest priority event at any given time, based on both anomalistic 
nature and Risk Profile weighting.

For detailed information on this threat detection feature see the Cisco documentation 
on Trust Monitor: Duo Trust Monitor | Duo Security

NOTE: The Trust Monitor feature is only available to clients with the Advantage or Premier licenses.  

Creating a risk profile
1.  From the Admin Panel, select Trust Monitor then select Risk Profile.

2.  The Risk Profile landing page provides detailed information about how to create 
a risk profile and how a risk profile works.

 

 

https://duo.com/docs/trust-monitor
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Viewing security events
1.  From the Admin Panel, select Trust Monitor.

2.  The landing page of the Trust Monitor section is the Security Events page.

3.  From the Security Events page, Administrators can see any announcements from 
Cisco and review security events surfaced by Duo Trust Monitor. 

NOTE:  Administrators may not see any security events in the table at first. That means 
that the majority of your users don’t have enough authentications to build accurate modeling. 
As they continue to use Duo, the platform will automatically evaluate and begin providing 
events when the authentications increase. 

If log retention is set to anything under 90 days, you will not be eligible for Machine Learning 
modeling and will only see security events for registration events, bypass status (if enabled 
in your Risk Profile) and user marked fraud. Duo recommends retaining at least 180 days of 
logs to build the most accurate Trust Monitor models.

4.  See the Cisco documentation on Security Events for detailed information about how 
to read and process security events: Duo Trust Monitor | Duo Security

https://duo.com/docs/administration-settings#logging
https://duo.com/docs/trust-monitor#security-events
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Reports
The Report section of the Duo Administration Portal provides reports on log data.  

Viewing reports
1.  From the Duo Admin Panel select Reports. 

 

2.  The Authentication Log report is the landing page of the Reports section.

3.  Select a specific report from the Admin Panel. The report name, description 
and Cisco documentation is listed below:

Report name Description Cisco documentation

Authentication Log Log of Authentication attempts
Guide to reading the Authentication 
Log report in the Duo Admin Panel

Device Health Deployment

Report of all unique endpoints that have 
reached Duo and the current status of the 
Device Health app 
on those devices

Guide to reading the Device Health 
Deployment Progress report in the 
Duo Admin Panel

Single Sign-On Log

Summary of how and when users 
accessed which application, along 
with which device and which MFA 
method was used

Guide to reading the Duo Single 
Sign-On Log report in the Duo 
Admin Panel

Telephony Log
Summary of all telephony authentication 
attempts that have reached Duo

Guide to reading the Telephony 
Log report in the Duo Admin Panel

Administrator Actions

Report of all changes made by Duo 
administrators as well as any updates 
related to the Directory Sync events 
in the Duo Admin Panel

Guide to reading the Administrator 
Actions report in the Duo 
Admin Panel

https://help.duo.com/s/article/1023?language=en_US
https://help.duo.com/s/article/1023?language=en_US
https://help.duo.com/s/article/7420?language=en_US
https://help.duo.com/s/article/7420?language=en_US
https://help.duo.com/s/article/7420?language=en_US
https://help.duo.com/s/article/5809?language=en_US
https://help.duo.com/s/article/5809?language=en_US
https://help.duo.com/s/article/5809?language=en_US
https://help.duo.com/s/article/4179?language=en_US
https://help.duo.com/s/article/4179?language=en_US
https://help.duo.com/s/article/4180?language=en_US
https://help.duo.com/s/article/4180?language=en_US
https://help.duo.com/s/article/4180?language=en_US
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Report name Description Cisco documentation

Authentication Summary

Report of the following:
•	 Authentication success rate

•	 Top Authentication methods

•	 Top Applications being accessed

•	 Changes in authentication method 
over time

Guide to reading the Authentication 
Summary report in the Duo 
Admin Panel

Denied Authentications

Report of the following:
•	 Failed authentication rate

•	 Breakdown of failed authentications 
by method and reason denied

•	 Top denied users

•	 Top denied applications 

Guide to reading the Denied 
Authentications report in the 
Duo Admin Panel

Deployment Progress
Report of the deployment status of all 
users, including the number of licenses 
uses and unused.

Guide to reading the Deployment 
Progress report in the Duo 
Admin Panel

Policy Impact

Report of how policies are impacting 
users and how the are working together 
to secure access within your organization.

NOTE:  only available with Advantage 
and Premier license options

Guide to reading the Policy Impact 
report in the Duo Admin Panel

Universal Prompt Progress

Report of Universal prompt Progress 
in a new Universal prompt section 
including upgrade status and 
applications that need upgraded.

Guide to reading the Universal 
Prompt Update Progress report 
in the Duo Admin Panel

Settings
The Settings section of the Duo Admin portal includes general information specific 
to your Duo account including:

•	 Custom Branding

•	 User Communication

•	 Notifications

•	 Admin Role Permissions

•	 Phone Calls

•	 SMS Passcodes

•	 Lockout and Fraud

•	 User Deletion

•	 Duo Mobile App

•	 Logging

•	 Admin Password Policy

https://help.duo.com/s/article/4226?language=en_US
https://help.duo.com/s/article/4226?language=en_US
https://help.duo.com/s/article/4226?language=en_US
https://help.duo.com/s/article/4230?language=en_US
https://help.duo.com/s/article/4230?language=en_US
https://help.duo.com/s/article/4230?language=en_US
https://help.duo.com/s/article/4227?language=en_US
https://help.duo.com/s/article/4227?language=en_US
https://help.duo.com/s/article/4227?language=en_US
https://help.duo.com/s/article/4722?language=en_US
https://help.duo.com/s/article/4722?language=en_US
https://help.duo.com/s/article/6458?language=en_US
https://help.duo.com/s/article/6458?language=en_US
https://help.duo.com/s/article/6458?language=en_US
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Viewing settings
1.  From the Duo Admin Panel, select Settings.

 

2.  Select the setting to view / update account configurations.

NOTE: Only Account Owners and Administrators can make changes to the account settings. 
See the Cisco documentation for details on Administrative roles: 
Duo Administrative Roles | Duo Security
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enterprise.spectrum.com.
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