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GUIDE CLOUD SECURITY WITH CISCO+ SECURE CONNECT
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Getting started

About Cloud Security with Cisco+ Secure Connect

The Secure Connect Admin Portal allows administrators to view and configure most aspects of their Cloud Security with
Cisco+ Secure Access service, including:

¢ Dashboard view of user activity and security threats.
* View and manage client based access to SaaS, internet and private applications.

* View and manage clientless access to private applications.

Quick links
Secure Connect Knowledge Base
Secure Connect Self Help - Portal Documentation

Resources for Administrators
Spectrum Enterprise Managed Service support for Configuration and technical Support: 1-888-812-2591.

Logging in
Log into your Login | Spectrum Enterprise account then navigate to the Managed Network Edge option from the menu
on the right side of the portal.

Click on Managed Network Edge Portal to be connected directly to the Meraki dashboard via SSO.

Spectrum

ENTERPRISE

Q Locations

Managed Network Edge Inventory o& Download C5V

o Enterprise Network Edge

Manage Devices and Metrics

T Managed Network Edge Portal (1

M Fiberinternet

Search Filter
Al Reports Q *3 View &Filter
B Tickets Viewing: 1 -60f 6
£} Support 1950 N Stemmons Fwy 6399 S Fiddlers Green Cir 5301 Southwest Pkwy
Dallas, TX Greenwood Village, CO Austin, TX
7||£ Managed Network Edge ZIL Managed Network Edge 7|Lc Managed Network Edge
Activated 1- Activated

- Activated

work loT Sensor 2 Managed Network Edge for Hospitality (& Managed Network Virtual Edge
a N Activated Activated

¥ Managed Network Edge for Hospitality <)) Managed Network [oT Sensor
Pending Activation Activates

= Managed Network Edge for Hospitality
Activated

View Details > View Details > View Details >

Home office campus Home office campus 9800 International Dr
< Austin, TX Austin, TX Orlando, FL

It is also possible to login directly to the Meraki dashboard and the Secure Connect Admin Portal with the credentials
provided during the service activation process.

The Secure Connect portal menu will include direct links to the Cisco Umbrella portal [ . ] where security policies for
web traffic, application, and users can be viewed and managed. From the Cisco Umbrella portal, you can always return
to the Secure Connect portal by clicking the Return to Secure Connect box at the top of the page.
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Monitor
The Monitor section of the Secure Connect portal provides visibility to user and security events on the network.

Overview (Secure Connect Dashboard)
1. From the Secure Connect option in the menu on the right hand side of the page, go to Monitor then Overview to
see a high-level dashboard view of your organization’s connectivity and security posture.
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The Overview Tab provides a dashboard with visibility to:

« Remote User activity including access attempts, count and location of users.
*  Security policy summary.

* Health of Connections from Cisco Secure Connect to Meraki devices.

*  Public and Private application connections and security threats.

2. From the dashboard, click on the drop down under Overview to select the period of time you want to view.
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Security

1. The Security box in the top left side of the dashboard provides Administrators a view of historical information about

user authentication including authentication attempts allowed, blocked, a

nd proxied.

Overview
Last week

Security

Linear ~

502.7K total requests (7

Alowed ([ stockea Proxied

2. Click total requests to see activity log on the Cisco Umbrella platform.
Reporting / Core Reports (9

[Bl LAST 24 HOURS v

alufn
cisco

Activity Search

FILTERS

Q Search by domain, identity, or URL

Advanced ¥

[@ sesrchiters 2452 Totd
Response Select All Request Identity
[ @Allowed £ Advanced
P @B  — Branch Access orgid 7478818
(] = Selectively Proxied @ = Branch Access orgid:7478818
= Branch Access orgid: 7478818
[arwi] 9
‘Warn Page Behavior Select All
= Branch Access orgid:7478818
g
O © wamed
[ @ Accessed After Warn @D = Branch Access orgid:7478818
@@  — BrenchAccess orgid:7478818

©  Viewing activity from Jun 6, 2023 5:33 PM to Jun 7, 2023 5:33 PM

Policy or Ruleset Identity @

= Branch Access 0rgid.7478818
= Branch Access orgid:7478818
= Branch Access orgid 7478818
= Branch Access orgid:7478818
= Branch Access orgid:7478818

= Branch Access orgid:7478818

RETURN TO SECURE CONNECT (7'

Schedule  Export CSV

B8 Customize Columns

Results per page: 50 v

Destination Destination IP Internal IP
192.168.128.3 10.1.200.115
192.168.128.3 10.1.200.115
192168 1283 101200 115
192.168.128.3 10.1.200.115
192.168.1283 10.1.200.115
192.168.128.3 10.1.200.15

Al v

1-50 >

Exte >

3. The Activity Search page is a log of activity requests. Users can search field and/or apply filters in the column on
the right to see specific activities.

Use the options on the upper left side of the screen to schedule reports, export logs and select date range of logs.

5. Click the Return to Secure Connect box to return to the dashboard.

Policy count

1. From the dashboard, Administrators can see the number of policies established for user traffic.

Policy count
3 DNsC?

15 firewall 7
4 webr?
3 dataloss prevention 7

9 browser access

6 enterprise.spectrum.com
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2. Click on any of the words in blue to be redirected to the Cisco Umbrella platform to view security policy details.
NOTE: Browser Access policies are contained within the Secure connect portal, not Cisco Umbrella.

Go to the Policies section of the Secure Connect Menu for more information on each of these policies:

- DNS
Firewall
«  Web

. Data Loss Prevention
. Browser Access

Sites
1. From the dashboard, Administrators can see the number of Meraki sites connected to the Secure Connect platform
as well as the health of the connection to the site.

Sites

6 / Tsites healthy

1 degraded site

{J Vip-SJC-HUB1

6 healthy sites

Manage Sites

2. Click on Manage Sites to see/manage each site.

3. Go to the Sites section of the Secure Connect Menu for more information on the sites connected to the Secure
Connect platform.

Network Tunnels
1. From the dashboard, Administrators can see the number tunnels connecting sites to the Secure Connect platform.

Network tunnels

Configure and monitor tunnels for app and network access.

j L P S——

Manage tunnels

2. Click on Manage Tunnels to see/manage each site.

3. Go to the Network Tunnels section of the Secure Connect Menu for more information on the tunnels connected to
the Secure Connect platform.

Speclrum»
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Remote Access

1. From the dashboard, Administrators can see the number of users (clients) connected via remote access as well as

the Cisco Secure Connect locations.

Remote access

0 clients connected [}

8 remote access locations (7
@ ® ° ° ® o
3 e

Manage Users

2. Click on Manage Users to monitor/manage users and user groups who have access to your network and

organization’s resources.

Users

Monitor and manage users who have access to your network and organization's resources.

Users User Groups (7

Users 66

0 Connected Clients ] 66 Not Connected

Connectivity ~ Name SecurityEvents  Groups

Remote Access

© Offiine

Abhishek Singh

0 blocks
Domain Users (tmelabs com\Domain Users)

© Offiine 0 blocks

© Offiine 0 blocks

Domain Users (tmelabs.com|\Domain Users)

© Offiine 0 blocks

®on

@on

3. The User section provides the following information:
. Count of users connected/not connected.

«  Connectivity Status.

*»  User Name.

¢ Security Events.

e User Groups.

+  Remote Access (On/Off).

User the search field to find a specific user.

5. Go to the Users section of the Secure Connect Menu for more information on managing users.

8 enterprise.spectrum.com

Speclrum»

ENTERPRISE"


https://enterprise.spectrum.com

GUIDE CLOUD SECURITY WITH CISCO+ SECURE CONNECT

Private applications
1.  From the dashboard, Administrators can see the number of Private Applications configured for access by remote

users.

Private applications

18 configured

—

May 16 22

May 14 23

3 app groups

Manage private apps

2. Click on Manage Private Apps to monitor/manage the Private applications that have been configured to allow
access from remote users as well as the user groups that have permissions to access the applications. Toggle the
drop down next to Applications to see a historical view of applications.

Applications o Lsst2neus
Private Apps
Total Apps 18
+ Add App
Private application Associated groupe Last Modified
a-super-app :olj:. 2023
AS400-Retail-POS-App 5%4:;4;5023
Console-Access 7‘.”:; 2023
Data Center !Eﬂ:n rlj. 2022

3. Go to the Private Applications section of the Secure Connect Menu for more information on managing Private
Applications.

Public applications
1. From the dashboard, Administrators can see the number of Public Applications accessed by remote users as well as

the associated risk of these applications.

Public applications
1768 discoverea

1 very high risk

29 nigh risk

600 medium risk

Di public appli
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2. Click on discovered or Discover Public applications to see a full list of applications, associated risk score,
application category, and date last detected. Use the search bar and filter options to find specific applications.

* Users can also click on the blue word next to the number for a short cut to a list of specific applications for each

category.

Applications o Last7 days -

Public application

Google App Engine
Unity Technologies

Microsoft Account

Moat Analytics

Private Apps Public Apps  App Groups & Categories

Application category

Application Development and Testing

Appiication Development and Testing

Security

IT Service Management

Ad Publishing

Last detected

Jun 4, 2023
800PM

Jun 4, 2023
800 PM

Jun 4, 2023
800 PM

Jun 4, 2023
800 M

Jun 4, 2023
800 PM

3. Go to the Public Applications section of the Secure Connect Menu for more information on managing Public

Applications.

Security Activity

1. From the Secure Connect option in the menu on the right hand side of the page, go to Monitor then Security
Activity to see a graph of all security activity within a specific time period.

«* MSPPortal

+
pe Organization
~ i >
18l Network
& Secure Connect Monitor
= Cameras

Orgariz ation =

Z.Clarky, ¢

LR e S
) )
L . NAET %
% 'J, .: _»,
i .‘»\l\. ¢ S
NeTHTTRS

*  2organizations

ijentitins & Connactions.

Users

Per-gevice icensing

Palicies Settings:

Policies Overview APl Keys

Privat Browser Ac
&' Sensors Public Applications Endpoint Pesture
Audit Log Sites DNS
il Insight _
Network Tunnels [ Web
Remaote Access Firewall i
Data Loss Prevention |
o B B Tl e
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2. The Security Activity page in the Cisco Umbrella portal shows a graph of security events for a specific time period
as well as log data for each security event.

Reporting / Core Reports P
e il RETURN TO SECURE CONNECT (71 =)
cisco - Security Activity e ot
Q Search Security Activity Advanced >
TIME
All Security Activity (Last 24 Hours)
O Inthe Last Hour
0
£ Last 24 Hours
4 Yesterday b
£ This Week
o | IIIIIIIII
=
EVENT TYPE 7:00pm 1200am 500 am 1000 am 3.00pm
Q) Antivirus Disposition is Malicious
) Cisco AMP Disposition is Malicious LAST 24 HOURS
@ integration
(9 security Category v Is:gc::r‘:vngrcslacw‘vumaa ® B windowss Jun 7, 2023 7:01 PM v
[ Group Events by Type
N v )
SECURITY CATEGORY (MALWARE) @ BLOCKED — S 7, 2003 70V PMk o
clubmarketingdeafiliados.com
RESPONSE
SECURITY CATEGORY (MALWARE BLOCKED
@ Aiowed il sy S DESKTOP-FOPOFLS Jun7,20237:01 PM v
& Blocked
P PR AREA AT & masrn

3. Click on Advanced to search for a specific security event.

Click on options in the menu on the left side of the page to apply a filter for a specific time period, event type, or
security response.

Click the Schedule button in the upper left hand corner to schedule a report.

Click the Return to Secure Connect box to return to the Secure Connect portal.

Remote Access Log

The Remote Access Log page in the Cisco Umbrella portal shows events for users in a specific time period such as
when users connect, disconnect, and what applications they use. This information can be helpful for troubleshooting
problems, identifying security threats, and auditing user behavior.

1. From the Secure Connect option in the menu on the right hand side of the page, go to Monitor then Remote
Access Log to see log data for remote users.

Spectrum
ENTERPRISE

«2»  MSP Portal
m satelite || # |
F
+ | Organization
M - » Networks Network t3
Search... ~  2organizations
= @  Organization & Tickets License Model License Status. License E|
‘ol Network |
= ‘ @  ZClarity,Inc. 1 Per-device licensing Show status N/A
'@ secure Connect Monitor Identities & Connections Policies Settings
Overview Users Policies Overview API Keys
e Cameras =
Security Activity (2 Private Applications Browser Access Additional -
: Configurations N
& Sensors Remote Access Log Public Applications 7 Endpoint Posture
AuditLog 7 Sites DNS
Il Insight
Network Tunnels (3 Web 7
Remote Access Firewall ¥ i
]
Data Loss Prevention (2 |
o, -7y Rt o ST LuLOF
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2. The remote access log page in the Cisco Umbrella portal contains the following information:
+ Date and time of the event.

«  User name.

+ |P address of the user’s device.

*  Application used to connect to the VPN.

*  Duration of the connection.

. Status of the connection (successful, failed, etc.).

Al e —
e cisco Remote Access LOg RETURN TO SECURE CONNECT (7 | [ LAST 30 DAYS
RERgl [ @ sesren for igentties or 05 Versir
CONNECTION EVENT Select All
42 Events
] Connected
[J Disconnected
User Canne Event Details Internal IP Address Public IP Address VPN Profile  Session Type  OS Type
DSTYPES AND VERSIONS: Select All A Ima Healer (heal@tmelabscom) @ Disconnected  User Requested  172.16.100.102 Win-10.0.2
[ mac-intel-13.3.1
[ mac-intel-13.4.0 A Ima Healer (iheal@tmelabs.com) ©® Connected 172.16.100.102 win-10.0.2
O win-10.0.19042
0 win-10.0.19044 4 Ima Healer (iheal@tmelabs.com) ~ @ Disconnected  User Requested  172.16.100.85 win-10.0.2
O win-10.0.20348
Lm0, 22024 L Ima Healer (iheal@tmelabs.com) @ Connected 172.16.100.85 Win-10.0.2
ANYDONNECT VERSIONS, e 4 ima Healer (heal@tmelabscom) @ Disconnected  User Requested  172.16.100.20 Win-10.0.2
0 4.1004071 N ,
[ ler (ineal@tmel ect 172.16.100.2 -10.0.%
e ima Healer (ineal@tmelabs.com) @ Connected 2.16.100.29 Win-10.0

3. Toggle the calendar in the upper right hand corner to select a specific time period.
Use the search bar to apply a filter to search for a specific data point.

Select the options in the menu on the left side of the page to apply a filter for a event, OS type or AnyConnect
version.

6. Click the Return to Secure Connect box to return to the Secure Connect portal.
Audit Log
The Admin Audit Log is a file that records all administrative activity, such as when users create, modify, or delete

accounts, change passwords, or access sensitive data. This information can be helpful for troubleshooting problems,
identifying security threats, and auditing user behavior.

1. From the Secure Connect option in the menu on the right hand side of the page, go to Monitor then Audit Log to
see a log of changes to the Secure Connect service.

Spectrum
ENTERPRISE

+J» MSP Portal 03 0
- i % x
5 i
*
+ | Organization - 1
) - » Networks Network t
Search v 2organizations
n ©  Organization » Tickets License Model License Status License
87| Network
% @  ZCiarity, Inc. 1 Per-device licensing Show status N/A
@ Secure Connect Monitor Identities & Connections Policies Settings.
Overview Users Policies Overview APl Keys
e Cameras
Security Activity ¢ Private Applications Browser Access Additional &
X 5 Configurations
" Sensors Remote Access Log Public Applications Endpoint Posture
Audit Log Sites DNS o7
il Insight
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Remote Access Firewall (7
Data Loss Prevention 7 |
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2. The Audit Log page in the Cisco Umbrella portal shows events for a specific time period including:

+ Date and time of the event.

«  User name.

« |IP address of the user’s device.

* Action taken (e.g., create account, change password, etc.).

«  Object affected (e.g., account, group, etc.).

© & Admin Audit Log

To include or exclude these logs in Amazon S3 storage, go 1o Log Management.

Filter by Identities & Settings:

Jun. 07,2023 | 7:02:12PM

[@ setectan 1entity/setting 146.112.161.45 | Management API © | Identities

Filter by User: Jun. 07,2023 | 7:01:45 PM 146.112.161.42 | Management APl @ | Identities

|@ selecta user

Filter by IP Address:

| Enter an 1P Address

Filter by date:

| Last 24 Hours vl

(0 Show Al

Created network tunnels - sc-test viptela-jgdhsuidh-2

Created network tunnels ~ sc-test viptela-jgdhsuidh-1

5(1+)
30

RETURN TO SECURE CONNECT (7

P

IS I NN

Identities and Connections

Click on the action in blue to see details about the change that was made.
Click the download button in the upper left corner to download the audit log.
Use the filters on the right side of the page to search for a specific log.

Click the Return to Secure Connect box to return to the Secure Connect portal.

The Identities and Connections section of the Secure Connect portal provides visibility to users on the network, sites
connected to the Secure Connect platform, and applications that users are connecting to.

Users

The Users section of the Secure Connect portal can be used to monitor and manage users who have access to your

network and organization’s resources.

Viewing users and user activities

1.  From the Secure Connect option in the menu on the right hand side of the page, go to Identities and Connections
then Users to see and manage users who have access to your network and organization’s resources.

This page can also be accessed from the Remote Access section of the Secure Connect dashboard.

e |

«» MSPPortal =

+ 1
- | Oreszation
- o »
~  2organizations
©  Organzatin s Tickets Lconse Mesel Ukcense Status

11 Netwark

@ Secure Connect Iduntities & Connactions

Cameras

Sensors Famote Access Log F Pubiic Appitcations 11

1l Insight

Ucenea®
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2. The User section provides the following information:

. Count of users connected/not connected.

«  Connectivity Status.

«  Name of each user.

*  Security Events.

e User Groups.

+  Remote Access (On/Off).

Users

Monitor and manage users who have ac

Users  User Groups (/.

Users e

‘your network and organization's resources.

0 Connected Cients © 66 Not Connected

Connectivity  Name Security Events  Groups Remote Access.
3 Product Management (tmelabs comlProduct Management]

© Offiine - ik gty 0locks ! ot

g2

Administrator
@ Offiine

© Offiine

© Offiine

0 blocks.

0 blocks.

0 blocks.

Domain Users (tmelabs.com\Domain Users)

Domain Users (tmelabs. comDomain Users)
Technical Marketing (1metabs.comiTechnical Marketing)

@on

won

3. User the search field to find a specific user.

Click on the Name in blue to see specific details about a user. User details will be displayed in a box on the right
side of the screen.

5. Click on View All Security Events at the bottom of this pop up box to see log details of all security events related to

this user.

es)

fom\Engineering)

es)

com\Tech Support)

Q Searcn Uasnooara x ©

Abhishek Singh X

abhsing2@tmelabs.com

User Details

Name (description) ~ Abhishek Singh
Email ( i com

1D Provider source 3rd Party IDP

Connectivity Offiine
Remote Access ® Off
User Groups

Product Management (tmelabs.com\Product Manageme
nt)

Domain Users (tmelabs.comi\Domain Users)

Security Hits

Browser access

No blocks

DNsS

No blocks

Firewall

No blocks

Web

No blocks

View all security events

14 enterprise.spectrum.com
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6. Inthe Cisco Umbrella portal, Administrators can see all user activity, security rules applied and security threats.

il Reporting / Core Reports @
el bal |0
e A RETURN TO SECURE CONNECT (' ‘ Bl LAST 24 HOURS v
asco Activity Search Schedule Export GSV
‘ Q_ Search by domain, identity, or URL Advanced ¥ B8 Customize Columns All »
‘ Q_ Search filters 38,185 Total () Viewing activity from Jun 8, 2023 6:07 PM to Jun 9, 2023 6:07 PM Results perpage: 50 v 1-50 >
Response Select Al Request Identity Policy or Ruleset Identity @ Destination >
0 @ Allowed 1% Advanced
O @ Blocked @E® = BranchAccess orgid:7478818 180.109.226 17852871
O = Selectively Proxied @E® = Branch Access orgid:7478818 190.109.228.178:52871
@E® = Branch Access orgid:7478818 190.109.228.178:52871
Warn Page Behavior Select All
[ v ) = Branch Access orgid:7478818 = Branch Access orgid:7478818
O @ Wamed
] @ Accessed After Warn @ = BranchAccess orgid:7478818 = Branch Access orgid:7478818  hup://nrdp52-appboot.netfiix.com/
[ rw ) = Branch Access orgid:7478818 = Branch Access orgid: 7478818
Isolate < .
0 @ = BranchAccess orgid:7478818 = Branch Access orgid:7478818
O © Isolated

7. Click on a specific row to see log details.

2023 6:07 PM

Request Identity

Branch Access orgid:7478818

1l

= Branch Access orgid:7478818
+— Branch Access orgid:7478818
= Branch Access orgid:7478818
= Branch Access orgid:7478818
= Branch Access orgid:7478818
Branch Access orgid:7478818
= Branch Access orgid: 7478818
= Branch Access orgid: 7478818
= Branch Access orgid:7478818
= Branch Access orgid:7478818
= Branch Access orgid:7478818

+= Branch Access orgid:7478818

20000008000000
1

= Branch Access orqid: 7478818

o Viewing actity from Jun 8, 2023 6:07 PM to Jun 9,

Policy or Ruleset Identity @

1!

R
esults per -
page:

Destination

190.109.228.178:528]

50

Event Details

Action
© Allowed

Time
Jun 9, 2023 6:07 PM

Rule Name

190.109.228.178:528;

Default Internet (435067)

190.109.228.178:528; «++-

Branch Access orgid: 7478818
Branch Access orgid: 7478818
Branch Access orgid: 7478818
Branch Access orgid:7478818
Branch Access orgid:7478818
Branch Access orgid:7478818
Branch Access orgid: 7478818
Branch Access orgid:7478818
Branch Access orgid: 7478818
Branch Access orgid:7478818

Branch Access orqid:7478818

Identity

+ Branch Access orgid:7478818

http://nrdp52-appboo!

Source IP

192.168.20.4

Destination IP
157.240.3.54
Source Port

39696

Destination Port

80

Public Application
Whatsapp
Application Category
Collaboration

8. Use the options at the top of the page to schedule a report or export User Activity log data. Toggle the calendar

button to see log data for a specific time period.

9. Use the filters in the menu on the left to search for specific security event or action.

10.

15 enterprise.spectrum.com
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View Full Details

Update Signature Action >

Filter by Branch Access orgid: 7478818
Filter by 190.109.228.178

om/
Filter by 192.168.20.4

1. Click the Return to Secure Connect box to return to the Secure Connect portal.

Viewing user groups

1. From the Users page, Click on User Group to go to the Remote Access section of the Cisco Umbrella portal for

visibility and management of user groups.

Users

Monitar and Managa users who Naue BCCRSS 1D YOUr NETWOrK and Organization's ras0uroes

Users | User Groups c7

Users &

0 comneoted Clems

Connectivity  Name

Abhishek Singh

© Offline v
MNENG2 BT Bl o

© Céfline Administrator
Administratoegtmelabs. com

o Cefiine Jon Moz
smecegtmelabn.com

o Bl Auinash Ramesh

swamesnQunetsbe.com

2. Once redirected to the Remote Access section of the Cisco Umbrella portal. Type the user or user group name in
the search bar to view a specific user or group. The user or user group will display in the box on the left. The email

for the user or user group will be displayed next to the user or group name.

Private Network Configuration Traffic Steering

Endpoint Compliance

Client Configuration

Assign Users & Groups

Ima Healer

2 Ima Healer (iheal@tmelabs.com)

0 Selected

REMOVE ALL
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the row to see the users associated with that row.

To see all users or user groups, toggle the box next to AD users or AD groups then click the number at the end of

Search Users and Groups

& Select All
& & AD Users

(7) = AD Groups

Managing Users and User Groups

1.

Search for the user or user group from the search box. Once you find the user/user group in the box on the left,

toggle the box next to the Username or Group to be removed. Once selected the user or group will appear in the

selected box on the right.

Private Network Configuration

Endpoint Compliance

Traffic Steering

Client Configuration Assign Users & Groups

Search Users and Groups

& Select All
& & AD Users

() «« AD Groups

DELETE ENVIRONMENT

35 Selected REMOVE ALL

4 Administrator (Administrator@tmela -
bs.com)

4 Avinash Ramesh (avramesh@tmelab
s.com)

4 Ben Murray (ben14@tmelabs.com)
4 Bill Shredder (bills@tmelabs.com)

4 Cesar Plasencia (cplasenc@tmelabs
.com)

A Christian Clasen (chclasen@tmelabs =

CANCEL

e

palels 195

2. Click the (x) in the row of the User/Group name to remove. Or click Remove All to remove all users/groups.

3. Click Save at the bottom of the page.
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Applications
The Applications section of the Secure Connect portal provides visibility to:

*  Private applications that have been integrated with the Secure Connect platform.

*  Public internet sites that have been accessed by the users in the organization.

«  Application groups/categories.

Private applications

Private applications are applications that are hosted within an enterprise network and accessible only to users on the

network. The Private Applications section of the Secure Connect portal provides Administrators with the ability to
manage access to private applications for users outside of the network.

1. From the Secure Connect option in the menu on the right hand side of the page, go to Identities and Connections
then Applications to see and manage private applications.

This page can also be accessed from the Private Applications section of the Secure Connect dashboard.

pectrum
ENTERPRISE
<+  MSP Portal » o -
] S y
+
o> | Organization —
~ = » Netw Network ta
Search. ~  2organizations
- @  Organization & Tickets License Model License Status License E
297 Network
2 @  ZCiarity,inc 1 Per-gevice ficensing Show status N/A
@  Secure Connect Monitor Identities & Connections Policies Settings
Overview Users Policies Overview APl Keys
7o Cameras . . - .
Security Activity 7 Private Applications Browser Access Additional
Configurations
@' Sensors Remote Access Log 7 Public Applications 7 Endpoint Posture
AuditLog Sites DNS o
Il Insight
Network Tunnels Web
Remote Access Firewall 7
Data Loss Prevention [ |
T 0 T 3 R T

2. Onthe Private Apps page, you can see a list of applications that are available to remote users, as well as the group
the application is associated to and the date the application was last modified.

Applications ©® Last 2 hours v

Private Apps  Public Apps  App Groups & Categories

Total Apps 18

+ Add App

Private application Associated groups Last Modified
a-super-a| Apr 27,2023
perape 4:39PM
AS400-Retail-POS-App May 4, 2023
11:12 AM
Console-Access May 4, 2023
11:39 AM
Data Center May 19, 2022
7:20 PM
EU Branch May 19, 2022
6:51 AM
Aug 24, 2022
o 10:42 PM
Finance MedicalApplicationsGroup  NetSves My 202s

Financeportal Ofl 4;,. ?022

Speclrum»
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3. Click on the application name in blue to see details about a specific application.

Adding Private Applications - Network Based Access (Client)

The Network Based Access option allows a user to access an application only by authenticating through the client.
Upon authentication, users will be connected to the application through the Secure Connect platform to the application
via a VPN. User access to application data is granted based on identity and end point posture (Zero Trust Network

Access - ZTNA).

1. Click on the Add App button in the right hand corner of the list of private applications.

2. Populate the Application Name and Application Description fields for the application being added.

Name
Define App

Description

3. Toggle the box to select Network Based Access.

Define app for...

(7) Network Based Access
Private apps on these IP addresses can be accessed through VPN

() Browser Based Access
Private apps on these IP addresses can be accessed via browser posture validation

4. When the Network Based Access option is selected, the field will expand and require additional information inputs

such as:
«  Network IP Address.
*  Protocol.
. Port Ranges.

Network Based Access
Private apps on these IP addresses can be accessed through VPN

Network IP Addresses Protocol Port Ranges

<+ Network IP

tcp v + Protocol and Port

5. Click on + Protocol and Port to add additional Protocol and Port Ranges.
6. Click on + Network IP to add additional Network IPs.
7. Add the name of the group of the private application (optional).
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Add to App Private Application Groups
Group

8. Click Save.

9. Scroll to the top of the page and click <- Applications to return to the list of Private Applications to see the

Application that was added.

< Applications

Add Private Application ©tast2nours ~

Adding Private Applications - Browser Based Access (Clientless)

The Browser Based Access option allows a user to access an application through a custom URL (generated by the
Secure Connect platform) without authenticating through the client. User access to application data is granted based
on identity and end point posture (Zero Trust Network Access - ZTNA). User traffic is not routed through the Secure

Connect platform. The Brower Based Access option is most often used for:

« Users unable to install AnyConnect client because the OS of their device is not supported by AnyConnect.

«  Users accessing an application from a device that is not owned or managed by your company (ex: partner/

contractors).

1. Click on the Add App button in the right hand corner of the list of private applications.

2. Populate the Application Name and Application Description fields for the application being added.

Name
Define App

Description

3. Toggle the box to select Browser Based Access.

Define app for...

() Network Based Access
Private apps on these IP addresses can be accessed through VPN

() Browser Based Access
Private apps on these IP addresses can be accessed via browser posture validation

20 enterprise.spectrum.com
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4. When the Browser Based Access option is selected, the field will expand and require additional information inputs
such as:

*  Network IP Address.

«  Application protocol.

«  Port.

* Server name Indication and protocol.

Toggle the Validate Application Certificate field to the right to enable a certificate to be generated.

Browser Based Access
Private apps on these IP addresses can be accessed via browser posture validation

Network IP Addresses App Protocol Port

443

Protocol Server Name Indication

https v

Validate Application Certificate
(3 Not Enabled

External URL
This is the url that will allow your users to access the application

URL will be generated on save

Certificate

Will be generated on Save

5. Add the name of the group of the private application (optional).

Add to App Private Application Groups
Group

6. Click Save.

The custom URL will be generated and can be distributed to users accessing the application without authenticating
first with the client.

8. Scroll to the top of the page and click <- Applications to return to the list of Private Applications to see the
Application that was added.

Add Private Application ©Last2hours v

Speclrum»
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Public applications

Public applications are applications that are hosted on the internet, such as Microsoft 365, Salesforce, and Google
Workspace. The Public Applications section of the Application page provides Administrators with visibility to public
applications accessed by users, the security risk associated with each application, as well as the ability to respond in real

time.

1. Click on the Public Apps section to see the following information specific to the public applications accessed by

users on the network:

¢ Application Name.
 Risk Sore.

« Application category.

. Last Detected.

Applications ©Last7oays

Private Apps | Public Apps | App Groups & Categories

= Filters
Public application Risk score Application category Last detected
Google App Engine A Medium Application Development and Testing ;;’(‘) ?),M2023
Unity Technologies © High Application Development and Testing ;l:)'; tjon
Microsoft Account 9 Low Security ;l:)r; :,M2023
Sentry © High IT Service Management ;::)':] ;’12023
Moat Analytics 9 Low Ad Publishing ;::)r(\):MZOZS
Microsoft Outlook Live © Low Office Productivity ;:’Or; 2&202 3

2. Click on the application name in blue to see details about the application.

Application groups and categories

The Application Group and Categories section provides visibility to the Groups and Categories of all public and private

applications.

1. Click on the App Groups and Categories section to see a list of the groups/categories of the public and private
applications. Use the search bar to search for a specific application.

& Applications

Application Groups  ©tast7days ~

Private Apps  Public Apps |App Groups & Categories

Total App Groups 43

<+ Add App Group

40 3

Public App Categories Private App Groups

Groups / Categories Apps Last Modified

MedicalApplicationsGroup Mar 3, 2023
35pps 12:26 PM

NetSvcs Sep 10, 2022
3 Appe 7:03 AM

PatientApplicationsGroup g May 12, 2023
2Aeps 226PM

Ad Publishing View Apps

Anonymizer ew Apps
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2. Private applications groups are defined by the group associated with the Private application when it was added

(access was enabled) via the Secure Connect portal. See Private Applications.

3. Public applications categories are defined by the application. Click on View Apps to see specific applications within

a specific category.

Adding application group

1. From the Application Group and Category page, click on the + Add App Group button on the upper right hand side

of the page. Application groups are used to group Private Applications.

Private Apps Public Apps App Groups & Categories

Total App Groups 43

40 3

Public App Categories Private App Groups

+ Add App Group

2. Enter the Application Group name (required) and Description (optional).

General App Group Name *

Description

3. Select the application(s) to associate to the new group by first toggling the box next to the application name
then move the application to the box on the right hand side by clicking the > button. Move as many applications
as necessary to the box on the right. To select all applications, click on the drop down next to the number of

applications available (next to the search bar).

Associate Apps Private Applications

to Group

(7) AS400-Retail-POS-App
() console-Access

(7) Data Center

(0) EuBranch

() FayApp

() Finance

(7) Financeportal

() Internal DNS

L TP PRSP P

4

Q 18 available v

No item selected

() Medical Center via MX in US-West Branch
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4. Once all applications are moved to the box on the right, click Save.

m Cancel

5. Scroll to the top of the page and click <- Applications to
see the new Application Group.

return to the Application Group and Category page and

& Applications

Add Application Group ©tast7days ~

Sites

The Sites Section of the Secure Connect Portal provides visibility to your network sites connected to the Secure
Connect platform. Spectrum Enterprise Managed Services will connect your locations when your service is activated.

1.

From the Secure Connect option in the menu on the right hand side of the page, go to Identities and Connections

then Sites to see a list of sites connected to the Secure Connect platform.

NOTE: As part of the onboarding process, Spectrum Enterprise Managed Services will connect sites (network locations)

to the Secure Connect platform.

«l»  MSPPortal

.
+ Al
«  Organization 2 %
..... ~  Zorganizations
s L Orgarizaton » Ticuets Ucense Mosel Ucerse SLatvs Ucense
187 Network
e Securs Connect Moniter Identitias & Connactions Sattings
Sansors Ham:
Auddit L ag DNS
il Insight i
Ne Vat
R te A Firawall
Data | Pre |
W Ol vwedl
2. On the Sites page, you will see a list of network locations connected to the Secure Connect platform as well as any
security alerts which may need your attention.
Sites
© Last 2 hours ~
Alerts 02
© 2 sites are offline and needs your immediate attention
BB im oo Sk s e conmecrn 1o Seare Gonner
US East NC Branch
° Site offline. Site is not connected to Secure Connect
Sites ¢
Site name Region Site Features
> ©  East-Bay Branch US north east Meraki network
> © EU-Branch US west coast Meraki network
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3. The button next to the Site Name will indicate if the site is connected or offline.

4. Spectrum Enterprise Managed Services can be engaged to troubleshoot an offline site and/or to add a new site. See
the Resources for Administrators section for Spectrum Enterprise Contact Information.

Network Tunnels
The Network Tunnels section of the Secure Connect portal provides visibility to the health of the tunnels connecting the
network locations (sites) to the Secure Connect platform.

1. From the Secure Connect option in the menu on the right hand side of the page, go to Identities and Connections
then Network Tunnels to see a list of tunnels connecting to the Secure Connect platform.

NOTE: As part of the onboarding process, Spectrum Enterprise Managed Services will build tunnels from each site
(network location) to the Secure Connect platform.

pectrum
ENTERPRISE
+l» MSPPonal
Map to it -

« | Organization
v

~  2organizations
60 Network

*  Securs Connect

API Kays
Camaras
Additianal

onfiqurations
Sensors

fil Insight

T O 3 R e

2. Onthe Network Tunnels page of the Cisco Umbrella portal, you will see a dashboard view displaying the health of
the network tunnels.

Deployments / Core Identities

st RETURN TO SECURE CONNECT (7' ?‘
cisco

Network Tunnels e | Asd

To create a tunnel, you must choose a Tunnel ID and Passphrase. A unique set of credentials must be used for each tunnel.
more information, see Network Tunnel Configuration.

Active Tunnels Inactive Unestablished Unknown Tunnel Data Center
10 Tunnels Tunnels Status Locations
1 2 2 7
FILTERS Q_ Search tunnels by name
Tunnel Name Site Data Center Device Public IP Tunnel Status Last Status
Headquarters Default Site Location 52.38.166.241 @ Active Update o
Secure Internet Los Angeles, Jun 08, 2023
Access California - US -3:12PM

Spectrum»
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3. Use the search field to apply a filter and find a specific tunnel by name. Click on the 3 dots and/or down arrow to

see configuration details for a specific tunnel.

4. Spectrum Enterprise Managed Services can be engaged to add a new tunnel or troubleshoot an inactive or
unestablished tunnel. See the Resources for Administrators section for Spectrum Enterprise Contact Information.

Remote Access

Remote Access enables remote users to access public and private applications from anywhere through the Cisco+
Secure Connect fabric using a Cisco Secure Client. Secure Connect provides Administrators with Identity-based access

control and Endpoint Posture, enabling granular access control to private resources.

The Remote Access section of the Secure Connect portal guides the Administrator through setting up Remote Access

for users within their network.

NOTE: Spectrum Enterprise Managed Services will assist IT Administrators with setting up Remote Access for their

users upon Service Activation.

1. From the Secure Connect option in the menu on the right hand side of the page, go to Identities and Connections

then Remote Access.

ENTERPRISE

«»  MSP Portal T a —
B -
+
+  Organization
v = »
Seach ~ | Zorganizations

- o Orgarizaton » Tickets Ucense Model Ucerse Status Ucense E|
180 Network

- * " ) Per-gmwice hoensing — "

& SecursConneat Moniter \dentities & Conactions Pokcies Sattnge

« Camaeras

=" Sansors Rempta Accass log Puiic Appications (2 Encpaint Pastura

Il Insignt

R O T o W vvsdF

2. From the Remote Access page, Administrators can follow the step by step guide to setting up remote access as well

as links to Cisco process documentation.

Remote Access

Get started with Secure Connect Remote Access

Secure Connect enables remote users to access resources securely from anywhere through the Secure Client. Learn more in the
Secure Connect Remote Access Documentation 71

3/4

@ Configure remote access service
Configure details for the Remote Access service, and select what data center regions to deploy Remote Access.
Edit configuration (7

@ Enable application connectivity

@ Configure and provision users
Enable Secure Connect to authenticate and authorize users.
Edit configuration

Meraki network Non-Meraki network

Add your Meraki network as a Secure Connect site to connect Remote Access users  Connect network devices through IPsec tunnels to connect Remote Access users to
to internal applications. internal applications

Manage sites Edit tunnels 7
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Policies
The policy section of the Secure Connect portal allows for visibility and management of security policies for end users
and applications.

Policies Overview
1. From the Secure Connect menu, go to Policies then Overview for a dashboard view of all security policies and tips
to help Admins get started defining security policies.

e Natwork
217 US Mtn West CO v
o Overview
* Secure W“@ Identities & Connections Settings
Users API Keys
s Network-wide
e Security Activity 7 Applications Adaitional
Configurations
' Security & SD-WAN Remote Access Log Sites Endipoint Posture
Audit Log (7 Notwork Tunnels (7 DNS
Insight
1
W Remote Access Web ¢
#  Organization Firewall *
Data Loss Prevention
. r v 1 A ! "

2. The bar at the top of the page in the Getting Started with Policies box displays a color coded scale to show
the impact each policy can have on your network. Click the links in blue to see Cisco Umbrella Best Practices
Documentation.

NOTE: Spectrum Enterprise Managed Services will assist IT Administrators with setting up Security Policies upon
Service Activation as well as assist with ongoing tuning and management of security policies.

& MSPRortal Support
Policies Overview
o Oowiation
Z Clariy, Ine. v .
Get Started With Policies
Network
Austin v
Low Impact
*  Secure Connect
DNS Policies Firewoall Policies Web Policies DLP Policies Browser Access Policies
I+ Network-wide
U Security & S0-WAN #= Umbrella Policies Best Practices documentation 7
= Switching 4 | Meraki Group Policles
T Viircless
*  Cameras .o . . e
DNS Policies Firewall Policies
& sensors
1 o 2 dets o
Ul nsight
R [ [rr——— 1M T o ——r—— )
Web Policies DLP Policies
2 o o o]

3. The boxes below the Getting Started bar show the count of security policies that are enabled as well as links to the
Cisco Umbrella portal where granular policy control and specific security events can be viewed and managed.

Browser Access
The Browser Access section of the Secure Connect portal allows Administrators to view and manage security policies
related to application access.

1. From the Secure Connect menu, go to Policies then Browser Access to see a list of all browser access rules that
determine who and how an application can be accessed.

Speclrum»
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-5 Neatwork
T5T US Mtn West CO -
DR Overview
¢ Secure ““"{f] Monltor Identities & Connections Poicles Settings
Qverview Users API Keys
7 Network-wide
Security Activity Applications Adaitional
& Configurations
(' Security & SD-WAN Remote Access Log (7 Sites Endpoint Pasture
Audit Log (7 Notwork Tunneis (7 DNS
1l Insight
Remote Access Web
*  Organization Firewall
Data Loss Prevention 2
~ r A1 ' ~ ] N

2. The Browser Access page lists the rules in the order they are applied and provides the following information:
*  Browser Rule Name.

*  Rule Action (allow or deny).

»  User/user group the rule applies to.

- Application/application group the rule applies to.

«  Endpoint posture profile (system requirements for the user endpoint).

«  Number of “hits” or attempts the rule has applied to and the time period in which the rule was applied.

NOTE: Spectrum Enterprise Managed Services will assist IT Administrators with setting up Browser Access Policies
upon Service Activation as well as assist with ongoing tuning and management of security policies.

Browser Access
Endpoint Posture
#* Name Action Users & Groups Apps & Groups Profile ® Hits
» Bill Shroddor (bills@tmelabs.com)
1 PatientPortal v Allow PatientPortal PostureProfile1 No Data
Mai Besick (mbsick@tmelabs.com)
* Enabled
2 New Rule v Allow (tmelabs. m 2 None No Data
® Enabled
3 New Rule v Allow (tmetabs m 3 PostureProfile1 No Data
* Enabled
4 :‘;Z Vipteia-tme-sase-  _ aiow (@ viptela-demo-app-s3se-pod2 ChromelLive No Data
# Enabled

3. Click on the 3 dots at the end on the right side of each row to edit, duplicate, reorder or disable the browser access
rule.

4. Click on the + Add Rule button to add a new rule.
Endpoint Posture
The Endpoint Posture section of the Secure Connect portal allows IT Administrators to provide granular controls

on device posture, ensuring security threats are not introduced by an unsecured device accessing the network and
applications.

1. From the Secure Connect menu, go to Policies then Endpoint Posture to see a list of all endpoint posture profiles.

Speclrum»
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<5+ | Network
“*71 US Mtn West CO 2
Branch Overview
&  Secure Conn@ Monitor
Overview

Network-wide
Security Activity 7

' Security & SD-WAN Remote Access Log 7
AuditLog 7
nl Insight

¢ Organization

Identities & Connections

Users

Applications

Sites

Network Tunnels

Remote Access

NI 1 hY

Policies Settings
Policies Overview APl Keys
Browser Access Additional

Configurations

Endpoint Posture

DNS
Web
Firewall

Data Loss Prevention 7

2. The Endpoint Posture page lists all Endpoint profiles that have been created including:

*  Profile Name.
e Supported Operating system.
e Supported browsers.

*  Supported location.

« Application or Application group that the policy applies to.

NOTE: Spectrum Enterprise Managed Services will assist IT Administrators with setting up Endpoint Posture Profiles

upon Service Activation as well as assist with ongoing tuning and management of security policies.

Posture Profiles

Profile Name Operating System Browser

Support

+ Add Profile

Location Applied To

Firefox: current Firefox: 111.0 Chrome: current
Edge Chromium: current

PostureProfile1 Windows: current Linux: allMac OS X: all

Windows: current Android: current
ChromeLive .

Mac OS X: alliOS: current
Apple or

Windows Windows: allMac OS X: all

Chrome: current Chrome: 112.0

Chrome: currentChrome: 112.0

AF BD BT IN PatientPortal ~ New Rule

View 155 more

Al AG AR AW
View 53 more

app-viptela-tme-sase-pod

BM CA GL PM

View 1 more

< [z] >

3. Click on the 3 dots at the end on the right side of each row to edit, endpoint posture profile.

4. Click on the + Add Rule button to add a new rule.

DNS

DNS policies provide DNS-layer visibility, security, and enforcament with the ability to selectively proxy risky domains
for added security. The DNS page of the Secure Connect portal provides visibility to DNS activity and DNS related

security events on the network.

See the Cisco resources to get more information on DNS policy management and best practices:

e Manage DNS Policies (umbrella.com)

« Best Practices for DNS Policies (umbrella.com)
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1. From the Secure Connect menu, go to Policies then DNS to be redirected to the DNS page in the Cisco Umbrella

portal.
g Natwork
"' US Mtn West CO -
Branch Overview
e Secure Conn{.ﬁ Monitor Identities & Connections Posicies settings
Overvew Users Policies Overview APl Kews
Network-wide
Security Activity ¢ Applications Browser ACcess
' Socurity & SD-WAN Remote A Sites %Nt Posture
Audit Log (7 Network Tunnels (7
nl Insight
Remote Access Web
®  Organization Firewall
Data Loss Prevention
Ay r i ] N I .

2. Onthe DNS page in the Cisco Umbrella portal, Administrators can see:
*  Messages pertaining to the Secure Connect and Umbrella platform.
e Summary of security events on the network with links to details and trends.

e Health of the network.

Schedule

[ LAST 24 HOURS v

e .::‘lls'ég' Overview RETURN TO SECURE CONNECT ('

Messages

Clsco Plus Secure Connect - Visit New Dashboard
g your Casco Plus Secure Conrs

For 2 better expene=nce mansgng ct networks, you can log in to the dashboard drectly. Veew Detads

The Umbrella SWG SAML certificate used for User identity Is due to expire on 12th of August 2023
This cenificste will bs renewed snd made svsilsble from the 12th of July 2023 providing Gme from then until the 12th of August 2023 08.44 (UTC) for you to update your Identity provider (IdP) with the new
Uniorells SAML ceruficate. View Detsils

Reminder] September 1, 2023

the new Umbrells AP! plstform, snd snnounced the End of Life of the Legacy APis (Sep 151 2023). ¥ you stil use the Legscy AP, plesoe follow the link 1o see

Malware: 4247 requests blocked in the last 24 hours View Trends |/ View Detads

Botnot: 91 requests blocked in the st 24 hours View T

Cryptomining: 0 requests blocked in the lest 24 hours

Deployment Heaith

Active Networks m Active Roaming Clients Active Virtual Appllances (\ Active Network Tunneis
7% 1 0/0Acte 190%) 77 Acove %% 1 0/0Acuve 7% 10/ 15 Acove
Network Breakdown O see Al Security Events
ALL WEEB

3. The data on this page defaults to the last 24 hours. Toggle the down arrow next to the calendar to select a different
time period.

Click on the schedule button in the upper right corner to schedule a report of all security blocks.
5. Click on any of the words in blue to be redirected to other pages in the Cisco umbrella portal to view, search, and
export specific security activity detail.

NOTE: Spectrum Enterprise Managed Services will assist IT Administrators with setting up security policies upon
Service Activation as well as assist with ongoing tuning and management.

6. Click the Return to Secure Connect box to return to the dashboard.

Speclrum»
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Web

The secure web gateway (SWG) functionality can proxy all web traffic by leveraging a web policy to provide URL-layer
visibility, security, and enforcement of your organization’s web traffic. Enterprise networks will have one Web Policy,
which is made up of rulesets and rules that set various security, permission, and access controls for your identities. The
Web Policy page of the Secure Connect portal provides visibility to the rulesets that have been defined for the network.

See the Cisco resource to get more information on managing the Web policy:

« Manage the Web Policy (umbrella.com)

1. From the Secure Connect menu, go to Policies then Web to be redirected to the Web Policy page in the Cisco

Umbrella portal.

L5 Network
"7 US Mtn West CO v
D Overview
& Secue “""@ Monitor Identities & Connections Policies
Ovenview Users Palicies Overview
7+ Network-wide

Browser Access

nt Posture

(' Security & SD-WAN

Audit Log

Ul Insight

*  Organization

\ 1 AL I N L N

2. From the Web page in the Cisco Umbrella portal, Administrators can see the rulesets that have been defined within
the Web policy. Rules are applied to web traffic in descending order to the identities (use/user groups) defined by
each ruleset. Click on the down arrow at the end of the row to see details about the rules and ruleset, to add a rule,

or modify the ruleset settings.

Policies / ¥ ement =
olicies / Manage ) =)

@ % \Web Poiicy e T

Globel Semings  Polcy Testor

A Web polcy is made up of ruiesets and rulesets are made up of rules. A Umbrela's various your organ This securty protection includes configurations tha conrol acy
1o intermet destinations. A ule can then be applied 10 a subset of those ruleset identities. A ruleset can include al of a subset of all of your identives. Rules. and apply their actic
when and when , SuCh 25 Tme Of day or weeK, are met. Click AGd 10 add ruleset to your Web poicy. For more Information about Web
policies, ruiesets, and rules, see Umbreila’s Help.

Saas Applications 1 identty Jun 02, 2023

Appied To ast Modied

Roaming-Windows10 7 kiensiie Jun 02,2023

SCDemo 2 identes Jun 02, 2023 v
Default Web Policy Al igenties Jun 02, 2023 v

3. Click on Global Settings at the top of the page to manage the rules applied to all identities.

4. Click on Policy Tester at the top of the page to test the web policy. The policy tester option allows Administrators to

enter an identity and web destination and see the test result action.

Web Policy Tester

To test that the Web policy’s rulesets and rules function as intended. test an identity’s access

10 a destination. Test that rulesets and enabled rules block aliow. isolate, or wam as intended. Action Result
For more Information, see Umbrella's Help.

Primary identity

The identity from which the request onginates identty

Secondary identity (optionai)
The identiy that identifies the user of system from which the request originates.

Destination
Destination that identities wil atiempl o access.

Enter a0
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NOTE: Spectrum Enterprise Managed Services will assist IT Administrators with setting up Web policies upon Service

Activation as well as assist with ongoing tuning and management.
5. Click the Return to Secure Connect box to return to the dashboard.

Firewall

The Secure Connect firewall supports visibility and control of internet traffic across branch offices and logs all network

activity and blocks unwanted traffic using IP, port, and protocol rule criteria.

The Firewall page of the Secure Connect portal provides visibility to the firewall policy that describes the active firewall

configuration and Intrusion Prevention System (IPS).

See the Cisco resource to get more information about managing Firewall rules and policies:

- Manage the Firewall Policy (umbrella.com)

1. From the Secure Connect menu, go to Policies then Firewall to be redirected to the Firewall Policy page in the

Cisco Umbrella portal.

.5- | Network
“*° US Mtn West CO v
S Overview
$ Secure Con " # Identities & Connections
=4 Lsers
" Network-wide
Security Activity ¢
' Security & SD-WAN Remote Accoss Log 7 Sites
AuditLog (7 Network Tunnels
Insight
- = Remote Access
*  Organization
b 1 bl 1 ~ 1 -

2. From the Firewall Policy page in the Cisco Umbrella portal, Administrators can see the rulesets that have been
defined. Rules are applied in descending order to the identities (use/user groups) defined by each ruleset.

Policies / Management

asco Frewall Policy e

altaln
RETURN T0 SECURE CONNECT (7

Use this policy 10 control network traffic based on IR, port, and protocol. Rules are evaluated from the 10p down. For more information about Firewall Policy, see Manage Firewall

FILTERS Q Search Firewall Rule names or descriptions

U Umbredla’s Intrusion Prevention System enabled for detection

15 Total

o - Rule Tyg Act i D '
Any IPs
Private Application Any IPs 1 Private
1 Console Access T ® Frabled Allow NIA A 0/24k
0 RO & Notwork e Any Users & Groups ~ Application &
Network
Any IPs Any IPs
D 2 SaaS Approved A Internet Bound ® Enabled Allow Any Any Ports Any Ports m
Any Users & Groups 14 Applications
Any IPs
- Private Application Any IPs 2 Prvate
3 MedicalAppiication: ® Enabled Aliow N/A [ aosmn ]
0 3 A \PACaon & Network £ L Any Users & Groups  Applications &

Networks

A No Hits

4 No Hits

A No Hits
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3. Use the search bar to apply a filter to find a specific rule.

To manage a rule, toggle the box on the far left side of the rule or rules to manage. Once selected, the follow
actions can be taken:

e Export rule(s).
<  Enable rule(s).
* Disable rule(s).
*  Change rule action (allow or block).

»  Change logging preference (enable/disable).

NOTE: Enabling/Disabling rules take effect immediately upon making the change.

1 Selected SELECTALL 15 EXPORT ENABLE RULES DISABLE RULES
Destination

@ Prioriy Name Rule Type Status Action Protocol Source Criteria Hit Count Last Hit
Criteria
Any IPs

Private Application Any IPs 1 Private .

v 1 Console Access f.. ® Enabled Allow N/A : m A No Hits

. & Network Any Users & Groups  Application &
Network

Any IPs Any IPs

5. To change edit, or delete a rule, click on the 3 dots at the end of a row to manage a specific rule.

NOTE: Spectrum Enterprise Managed Services will assist IT Administrators with setting up Firewall policies upon Service
Activation as well as assist with ongoing tuning and management.

6. Click the Return to Secure Connect box to return to the dashboard.

Data Loss Prevention

Data Loss Prevention (DLP) analyzes data being uploaded to the web (in-line) to provide control over sensitive data
leaving your organization. DLP policies can monitor or block the data as well as inspect data in line with full SSL
inspection. The Data Loss Prevention page of the Secure Connect portal, provides visibility to the DLP policies defined
for the network.

See the Cisco resource to get more information about managing DLP policies:

¢ Manage the Data Loss Prevention Policy (umbrella.com)

1. From the Secure Connect menu, go to Policies then Data Loss Prevention to be redirected to the Data Loss
Prevention page in the Cisco Umbrella portal.

e Natwork
| US Mtn West CO v
Sracoh Overview
e Secure Cm"@ Monitor Identities & Connections Policles Settings
Overview Users Palicies Overview API Keys
+ Network-wide
Security Activity 3 Browser Access adaitional
Contfigurations
(| Security & SD-WAN Remote Access Log 7 Endpoint Posture
Audit Log DNS
1l Insight Wi
vweb
#®  Organization Firewall ~
Data Loss Prevention 2
8 T vl i N ] \
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2. The Cisco Umbrella portal provides visibility to the DLP policies.

3 DLP Rules
Identities or File Data Classifications
Rule Type Name Seventy Action Deatinations Last Modified
Owners File Labels
Employee Data o Medium @ Block 1 Identity Inciusion Data Classifications May 30, 2023
2 Applications Employee Data
[ Resi Tme NNl ® Medium © Monitor 1 Identity Inclusion Data Classifications May 30, 2023
All Destnatons Builit-in PCI Classification
Crean Cara
Real Time Pll Data o Crincal @ Block 4 |gentities Inclusion Data Classifications Apr 28, 2023
2 Applications Personal Data (US)

3. Click on the Add Rule button to add a new DLP rule.
4. Click on the 3 dots at the end of the row to Disable, Edit, or Delete a DLP rule.

NOTE: Spectrum Enterprise Managed Services will assist IT Administrators with setting up Firewall policies upon Service
Activation as well as assist with ongoing tuning and management.

5. Click the Return to Secure Connect box to return to the dashboard.

About Spectrum Enterprise

Spectrum Enterprise, a part of Charter Communications, Inc., is a national provider of scalable, fiber technology solutions serving many of
America’s largest businesses and communications service providers. The broad Spectrum Enterprise portfolio includes networking and managed
services solutions: Internet access, Ethernet access and networks, Voice and TV solutions. The Spectrum Enterprise team of experts works
closely with clients to achieve greater business success by providing solutions designed to meet their evolving needs. For more information, visit
enterprise.spectrum.com.

Not all products, pricing and services are available in all areas. Pricing and actual speeds may vary. Restrictions may apply.
Subject to change without notice. ©2023 Charter Communications. All rights reserved.
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